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COLLEGE COMMUNITY CHILD CARE CENTRE

Digital Technologies, Cyber Safety & Online Environments Policy
National Model Code

RATIONALE & POLICY CONSIDERATIONS:

College Community Child Care Centre understands the importance of developing practices which respect the privacy and
confidentiality of families, children, Educators, management and the greater community. It is important therefore to ensure
that Educators are fully aware of their responsibilities for maintaining strict confidentiality under the Freedom of
Information Act (WA) 1992 and that families are informed of their rights and responsibilities in regard to accessing and
responding to internet-based interactions. Used responsibly, social media and the internet provide an effective way to
keep abreast of new trends and topics, and to share information and perspectives. This policy ensures that no child,
family, Educator or management member is compromised in any way at any time.

Positive child—adult relationships are well-recognised as essential to children’s healthy development and learning.
Research shows that it is through the formation of relationships and attachment with caregivers that children develop
cultural competence, a sense of identity, language skills, and knowledge about the world around them (National Scientific
Council on the Developing Child, 2004). In building relationships with young children, adults play a key role in modelling
skills and sharing cultural knowledge about social behaviours (Rolfe, 2004)—including those behaviours that involve the
use of digital technologies.

POLICY STATEMENT:

As a child safe organisation, our service embeds the National Principles for Child Safe Organisations and continuously
addresses risks to ensure children are safe in physical and online environments. This policy sets out the way College
Community Child Care Centre will use Information Technology (IT) devices including, but not limited to, computers,
laptops, iPad, tablets, mobile phones, television (including smart TVs) and DVD players as an effective means of
communicating with families, Educators, community and stakeholders. The services’ website and Facebook page are an
information resource available to prospective families as well as current families and educators. We will ensure that no
person is compromised in any way at any time. Social media and internet postings are generally used to: inform and
document children’s learning; promote the service to the local community; communicate effectively and efficiently in a
digital world.

The use of digital devices issued by the centre - Documentation of children’s learning is a requirement of the
Education and Care Services National Regulations (regulation 73, 76). Digital photos and videos have become the most
common tools used to document children’s learning and engagement; these images will be submitted to families through
a range of applications (should be restricted for use by authorised persons such as parents and carers) to allow them to
view their child’s participation in early learning experiences. This type of communication can and does play a role in
engaging families and carers in a child’s education and care experiences, particularly where there may be low levels of
literacy or English is not a first language.

College Community Child Care Centre develops guidelines with Educators regarding social media participation connected
with their work as early childhood educators.

Philosophy
Our Educators believe in a holistic and nurturing approach to teaching, with an emphasis on the connectedness of
learning through play including inquiry-based learning. This creates opportunities for intentional teaching to promote
problem solving skills, decision making and independence. Our Educators promote a strong sense of wellbeing for our
children by providing a safe and healthy environment where they are supported and nurtured through warm, trusting
relationships.

Legislation and Government Requirements

Child care Subsidy Secretary’s Rules 2017

Family Law Act 1975

A New Tax System (Family Assistance) Act 1999

Privacy Act 1988 (The Act)

Family Assistance Law — Child Care Provider Handbook

Education and Care Services National Law Act 2012(WA) S162A; S165; S167.

Education and Care Services National Regulations 2012 (WA) 12; 73; 76; 84; 115; 122; 123; 149; 155; 156; 168; 170;
171;172; 175; 176; 181; 183; 184.

NATIONAL QUALITY FRAMEWORK

Early Years Learning Framework for Australia

National Quality Standards for Early Childhood education and Care QA2: 2.2; 2.2.1; 2.2.3. QA7: 7.1.2
National Principles for Child Safe Organisations — 1, 5, 6, 8,9,10

National Model Code



Children's needs
A safe environment in which to play and learn. Confidentiality, privacy and dignity to be respected.

Families’ needs

A positive, up-to-date connection to their childcare service. Security that private and sensitive information and images are
kept confidential. Ability to speak to educators regarding confidential matters that impact on their child's care. Access to
their own personal records and to have the right to agree or disagree to their families involvement in digital technology.

Educator needs

Personal records, details, appraisals are treated as confidential; clear guidelines regarding what they should/shouldn't
disclose about children and families. Follow child protection procedures if they see another person
Educator/student/visitor taking or recording images using a personal electronic device.

Management needs

To make decisions regarding appropriate postings on any social media site; to withdraw any comment, photo, concept,
opinion, link etc on the service site that does not meet the objectives, values or philosophy of the service. Embedding
child safe culture principles into our philosophy.

The National Model Code

When used intentionally as part of implementing an educational program, electronic devices can be effectively utilised

when providing education and care, including to assist in documenting a child’s learning.

To minimise risks to children, child safe practices need to be clearly set, understood and implemented when taking

images or recording videos of children.

The Review of Child Safety Arrangements under the NQF, highlights the child safety risks of using personal electronic

devices to take images or videos of children in education and care settings.

College Community Child Care Centre will limit the use of personal electronic devices or service-issued electronic devices

by:

» The taking, use and storage and destruction of images of children being educated and cared for by the
service - only service-issued, approved devices may be used when taking, recording images or videos of children.
Images and recordings are electronically stored on password protected devices or encrypted digital storage and
protected through anti-virus and internet security systems, including firewalls. Digital images and recordings will be
archived and destroyed according to the Record Keeping and Retention Policy and Procedure and as needed by the
educators.

+ Educators working or engaged in a centre-based service are prohibited from having personal electronic devices that
can take images or recording audio/visual, such as tablets, phones and smart watches, on their person whilst with
children. Educators should arrange for cover and leave the room to take phone calls on any device.

+ a nominated responsible person who is on duty should have their personal phones on them in case of emergency.
This is including but not limited to excursions and walks to the SR Tafe campus. The responsible person must sign
their personal device out when using and sign their personal device in when not in use. Personal devices must not be
used for taking images of children. The centre tablet should be taken when children are on walks and excursions.

Personal electronic devices that can take images or videos (such as tablets, phones, digital cameras, smart watches) and
personal storage and file transfer media (such as SD cards, USB drives, hard drives and cloud storage) should not be in
the possession of any person while providing education and care and working directly with children. Any exceptions to
this should be for limited, essential purposes that are authorised in writing (or through another means if written
authorisation is not reasonably practicable) by the approved provider at the service, and where that access does not
impede the active supervision of children. A personal electronic device sign in and out checklist will be used to monitor
the purpose of the use of phones while in the room or on walks through SR Tafe Campus. The Responsible Person will
use the sign in/out checklist when they are on duty to use their personal electronic device due to the lack of internet
access in the environment. This device will only be used in situations where the centre mobile is not accessible eg
contacting parents/management/emergency services, however it is preferrable to use mobile hotspot.

Essential purposes for which use and / or possession of a personal electronic device may be authorised for purposes
other than taking images or recording videos of children include:
* communication in an emergency situation involving a lost child, injury to child or staff member, or other serious
incident, or in the case of a lockdown or evacuation of the service premises
» personal health requirements, e.g. heart or blood sugar level monitoring
» disability, e.g. where a personal electronic device is an essential means of communication for an educator or other
staff member
« family necessity, e.g. an employee with a sick relative
« technology failure, e.g. when a temporary outage of service-issued electronic devices has occurred
* local emergency event occurring, to receive emergency notifications through government warning systems, for
example, bushfire evacuation text notification

Educators should never use a personal electronic device to photograph children, or record audio or visual images of
children for any purpose, including to document children’s learning.

Ongoing audits will be conducted to review the sign-in and sign-out of personal electronic devices and management
authorisations to monitor authorised use. Other educators in the environment will observe the authorised use of personal
electronic devices while in the room. If inappropriate use is identified, it will be reported to management.
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The Nominated Supervisor will:

e Ensure that no confidential information can be gained from the service website.

¢ Not disclose or publish any information related to educators, children, or families without written consent from that
individual or their family.

o Ensure the definitions of acceptable use of technology is consistent across the service and is clearly communicated in
the policies.

e Review services infrastructure and technology, checking for appropriate filtering, monitoring, and compliance with
data protection laws.

e Review and monitor how the service provides regular, quality online safety information to educators, children, and
families.

Educators will:

¢ Maintain and enhance the centre’s public image and use the internet in a responsible manner.

o Follow guidelines set out regarding their participation with families currently connected with the service, on social
media sites such as Facebook and Kindy Hub.

e Always maintain professionalism in all communications (in-person, written or on-line) with the centre community.

e Embed online safety principles into the educational program and practice.

o Reflect and review children’s access to technologies (E.g., What children will do, how long they will be allowed to use
the devices, and how these might differ in terms of meeting needs of different children within the centre.

o Reflect and review the type of technologies children and educators use, and why these have been chosen.

e Television, iPad, and tablets will be used where relevant to enhance curriculum activities and never used as a
substitution for interactions and collaborative learning between educators and children. Educators will sit with children
to monitor and discuss any aspects of the content they are viewing.

Cyber safety

Secure and responsible use of the internet and technology, including mobile devices, is essential. The centre will have
cyber security insurance and enhanced data management and monitoring for information storage and retention. The
following guidance covers all current and future digital technologies.

Social media

Social media encompasses platforms such as Facebook, Instagram, Flickr, SMS, Snapchat, Twitter, blogs, Pinterest, and
any emerging internet sites. The publication of photographs or any information that may identify children or families on
social media platforms is strictly prohibited unless explicit permission has been obtained from the relevant families. This
policy extends to educators, members of the management committee, families, students undertaking work experience,
volunteers, and any individuals who may have access to children at the service.

e Employees, educators, and management committee members must refrain from discussing the service or its
employees on social media platforms. Non-compliance with this policy will be regarded as unprofessional conduct
and addressed through the appropriate grievance procedure.

e Information regarding social media usage will be included in the family orientation package, as well as in orientation
procedures for educators, staff, students, volunteers, and members of the management committee. Regular
reminders about this policy will feature in service newsletters. Furthermore, all individuals are required to sign a
Confidentiality Statement addressing the use of photographs and information on social media platforms.

Internet Postings/Websites

This includes all existing and future online platforms, such as the centre’s website, industry-specific blogs, community

forums, live chat channels, webinars, and e-learning courses.

e The service maintains an official website to promote the centre and provide community information.

o Families and educators are actively encouraged to provide feedback on the centre's website and Facebook page,
contributing to ongoing improvements that address community needs.

E-mail

E-mail includes all existing and future services, such as organisational email, Gmail, Yahoo, Live, etc.

e A central email account is maintained for communication with families and stakeholders. Access to this account is
restricted to the Centre Director, Assistant Director, and Chairperson; educators seeking access must obtain approval
from one of these individuals.

e All information provided via email is treated as confidential and used solely by administrative staff or management to
communicate with individuals about the service or solicit feedback.

e Each room is assigned an individual email account to facilitate communication among rooms and parents. Additionally,
Kindy Hub is used to enable direct correspondence between parents and staff.

¢ When distributing emails to all families, the BCC line must be utilised to protect recipients’ privacy.



Communication Software Program

Kindy Hub Security Policy: Any sharing of information outside Kindy Hub, including children’s documentation or
photographs, is subject to family discretion. Uploading or sharing group photos to social media without consent from
families is strictly forbidden. Educators must ensure children’s faces are appropriately obscured before uploading images.
Employees are not permitted to access Kindy Hub information off-site without prior management authorisation. Any
breach of the Kindy Hub privacy policy will result in disciplinary action, up to and including termination.

Photographic and Video Images and Recordings

o Obtaining authorisation from parents - Photography is permitted solely with service-approved devices (e.g., centre
tablets, centre phone, and computers). Explicit written parental consent is required upon enrolment for photographing
children for educational purposes, and requests for non-consent will always be honoured.

¢ Images may not be shared externally without written consent except for internal quality monitoring or where required
by authorised officers. Transmission of images via Kindy Hub, the internet, or email requires additional parental
consent.

e The use of CCTV - While the centre currently does not operate CCTV, regulatory guidance on this matter continues to
be reviewed.

e The centre does not permit recorded video images of children for any purpose.

e Separate written permission is mandatory for promotional uses, and parents will be notified if external photographers
are engaged.

e Personal cameras, phones, or laptops are prohibited for photography purposes; all imagery is stored exclusively on
centre equipment.

o Families, students, volunteers, centre associates, and community members must not use mobile phones when on
centre premises. Families are not permitted to take photographs or videos of children at the centre. Student laptop use
is permitted only in designated areas.

e Parental consent withdrawn for images - The centre will not post any images of the child on any electronical platforms
from the date of withdrawal.

o Electronically images will be stored as per record management policy and procedures and archived as per regulation
requirements.

Australia’s National Principles for Child Safe Organisations collectively illustrate that a child safe organisation is one that
creates a culture, adopts strategies and takes action to promote child wellbeing and prevent harm to children and young
people. Principle 8, which focuses on physical and online environments, promoting safety and wellbeing, and minimising
the opportunity for children and young people to be harmed, is particularly relevant to taking images and videos of
children.

Reference to ‘personal electronic devices’ includes any device that can take images or videos, such as mobile phones,
digital cameras, tablets, smart watches and other new and emerging technologies, where those technologies have image
taking or Voice/video recording capability. The National Model Code and Guidelines also address use and possession of
unapproved / personal storage media devices, for example, an SD card, USB drive, hard drive or use of a cloud-based
application which can store images or video recordings.

Responsibilities

e  When sharing information via social media, all parties are encouraged to ensure they set high privacy and security
settings to reduce the risk of virus’, malware or any such concerns occurring.

e All persons using the internet (staff, families, students, volunteers, management, community, industry
representatives, regulatory representatives etc) are legally responsible for any postings they are involved with. You
may be subject to liability if your posts are found to be defamatory, harassing, or in violation of any applicable law.
You may be liable if you make postings which include confidential or copyrighted information (music, videos, text etc)
belonging to third parties.

e  College Community Child Care Centre may request that Employees and families avoid certain subjects or withdraw
certain posts from any social media outlet, if it believes that doing so will help ensure compliance with applicable
laws, regulations, and policies.

o  Employees of the service must ensure that any social media or internet postings they initiate or respond to do not
o suggest they are the views of the service
o cause concern to any stakeholder within the service
o portray educators in an unprofessional or controversial way — eg: offensive jokes or photographs, excessive

alcohol use or the like

breach the Educator Code of Conduct

breach the Educator Code of Ethics

breach any applicable Laws or Regulations
o Vviolate any other service policy.

e  Educators, Families, and any other concerned parties are encouraged to raise technology related issues and
concerns directly with management or via an expression of concern form (directed to centre management or the
committee) and the actions will be recorder and reviewed accordingly. Policy breaches will be recorded for
monitoring and actions will be communicated with parties involved.

o O O
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e Employees and management of College Community Child Care Centre are aware that violation of this policy may
result in disciplinary action up to and including termination.

Educational Program and the use of digital devices by children

Our educational program encourages children’s identity, promotes social interactions, supports children’s access,
inclusion and participation in the program and recognises their culture, values, and abilities. Educators will use current
technologies such as tablets within the curriculum with the view to using devices in an intentional and meaningful way.
Providing a child safe environment - We add valued learning to the curriculum to promote a culture of children’s health,
safety and wellbeing and recognise protective behaviours. We regularly reflect on and refine the program to build
relationships and engagement in the community. We value the important role our Educators play in children’s education
and care.

Induction and ongoing training
Educators and staff will be provided with training on digital technology by the service. Ongoing training will be assessed if
deemed necessary.

The Digital Technology, Online Environments and National Model code policy are available in the foyer and office and on
request digitally and will be reviewed every year.

LINKS TO OTHER POLICIES PROCEDURES
The following policies may be linked to this policy:

> . The following procedures may be linked to this policy:
e Educator orientation

e Confidentiality Statement

e Student and volunteer orientation .

e Enrolment and orientation *  Code of Ethics

e  Grievances and complaints management e Educator Code of Conduct
e Management and governance e  Grievance Procedures

e Partnerships and communication with families e Orientation Checklists

*  Records management «  Privacy Act Checklist

e Recruitment of educators and volunteers
e  Community Involvement .
«  Child Protection/Wellbeing *  Philosophy and Values
e Child Safe Environments

e Privacy and Confidentiality

e  Supervision Policy

e Privacy Statement
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